CHAPTER ||
DECLASSI FI CATI ON AND DOANGRADI NG

Section 1

CENERAL PROVI S | ONS

3-100 Policy

| nformation classified under E.0. 12356 (reference (g)) and prior orders
shal | be declassified or downgraded as soon as national security considerations
permt. Decisions concerning declassification shall be based on the |oss of
sensitivity of the information with the passage of tine or on the occurrence
of an event that permts declassification. Information that continues to neet
the classification requirenents of subsection 2-202 despite the passage of tine
wll continue to be Protected i n accordance with this Regul ation.
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3-101 Responsi bility of Oficials

Officials authorized under subsection 2-603 to declassify or downgrade
information that is under the final classification jurisdiction of the Depart-
ment of Defense shall take such action in accordance with this Chapter.

3-102 Declassification Coordi nation

DoD Conponent declassification review of classified information shall be
coordinated with any other DoD or non-DoD office, Conponent, or agency that
has a direct interest in the subject matter.

3-103 Decl assification by the Director of the 1S00

|f the Director of the 1S00 determines that information is classified in
violation of reference (b), the Director may require the activity that origin-
ally classified the information to declassify it. Any such decision by the
Director nmay be appealed through the Director of Security Plans and Prograns,
ODUSD(P), to the National Security Council (NSC}. The infornation shall
remain classified pending a pronpt decision on the appeal.

Section 2
SYSTEMATI C REVI EW

3-200 Assi stance to the Archivist of the United States

The Secretary of Defense and the Secretaries of the MIlitary Departnents
shal | designate experienced personnel to assist the Archivist of the United
States in the systematic review of classified information. Such personel shall:

a. Provide guidance and assistance to National Archives and Records
Adm ni stration (NARA) enpl oyees in identifying and separating docunents and
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specific categories of information wthin docunents that are deened to require
conti nued classification; and

b. Refer doubtful cases to the DoD Conponent having classification
jurisdiction over the information or material for resol ution.

3-201 Systemati ¢ Revi ew i del i nes

The Director of Security Plans and Prograns, ODUSD(P), in coordination
w th DoD Conponents, shall review, evaluate, and reconmend revisions of DoD
Directive 5200.30 (reference (v)) at |east every 5 years.

3-202 Systemati ¢ Revi ew Procedures

a. Except as noted in this subsection, classified information transferred
to the NARA that is permanently valuable will be reviewed systematically for
decl assification by the Archivist of the United States with the assistance of
t he DoD personnel desi gnated for that purpose under subsection 3-200 as it
becones 30 years old. | nformation concerning intelligence (including special
activities), sources, or methods created after 1945, and information concerning
cryptology created after 1945, accessioned into the NARA will be revi ewed
systematically as it becones 50 years old. Such information shall be downgraded
or declassified by the Archivist of the United States under E.0Q. 12356, the
directives of the 1S00, and reference (v).

b. Al DoD classified information that is permanently valuable and in
t he possession or control of DoD Conponents, including that held in Federal
Records Centers or other storage areas, may be reviewed systematically for
decl assification by the DoD Conponent exercising control of such information.
Systematic declassification review conducted by DoD Conponents and personnel
desi gnat ed under subsection 3-200 shall proceed as foll ows:

1. Information over which the Departnent of Defense exercises
exclusive or final original classification authority and that under reference
(v), the responsible reviewer determnes is to be declassified, shall be marked
accordi ngly.

2. Information over which the Departnment of Defense exercises
exclusive or final original classification authority that, after review, is
determned to warrant continued protection shall remain classified as |ong as
requi red by national security considerations.

c. Cassified information over which the Departnent of Defense does not
exerci se exclusive or final original classification authority encountered during
DoD systematic review Oay not be declassified unless specifically authorized
by the agency having classification jurisdiction over it.

3-203 Systemati ¢ Review of Cassified Cryptologic |nformation

Not wi t hst andi ng any other provision of this Regulation, systematic review
and decl assification of classified cryptologic information shall be conducted
I n accordance with special procedures devel oped in consultation with affected

agencies by the Director, National Security Agency/Chief, Central Security




Service, and approved by the Secretary of Defense under E.0. 12356 and DoD
Directive 5200.30 (references (g) and (v)).

3-204 Systematic Review of Intelligence Information

Systematic review for declassification of classified information pertaining
to intelligence activities (including special activities), or intelligence
sources or nethods shall be in accordance with special procedures to be estab-
| ished by the Director of Central Intelligence after consultation with affected
agenci es.

Section 3
MANDATORY DECLASSI FI CATI ON REVI EW

3-300 | nf ormati on Cover ed

Upon request by g U S. citizen or permanent resident alien, a federal
agency, “or a state or local governnent to declassify and rel ease such infornma-
tion, any classified information (except as provided in subsection 3-301) shall
be subject to review by the originating or responsible DoD Conponent for
decl assification in accordance with this section.

3-301 Presidential |nformation

| nformation originated by a President, the Wite House staff, conmttees,
conm ssions, or boards appointed by the President, or others specifically
provi di ng advice and counsel to a President or acting on behalf of a President
s exenpt fromthe provisions of this section.

3- 302 Cryptologic | nformation

Requests for the declassification review of cryptologic information shall
be processed in accordance with the provisions of DoD Directive 5200. 30
(reference (v)).

3-303  Subnission of Requests for Mindatory Decl assification Review

Requests for mandatory review of DoD classified information shall be
submtted as follows:

a. Requests shall be in witing and reasonably describe the information
sought with sufficient particularity to enable the Conponent to identify docu-
ments containing that information, and be reasonable in scope; for exanple,

t he request does not involve such a |arge nunber or variety of docunents as to
| eave uncertain the identity of the particular information sought.

b. Requests shall be submtted to the Ofice of the Assistant Secretary
of Defense (Public Affairs) (ASD(PA) (entry point for OSD records), the Mlitary
Department, or other Conponent nobst concerned with the subject matter that is
desi gnated under DoD Directive 5400.7 (reference (p)) to receive requests for
records under the Freedom of Information Act. These offices are identified in
appropriate Parts of Title 32 of the Code of Federal Regulations for each DoD
Conponent .
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3-304 Requirenents for Processing

Unl ess otherwise directed by the ASD(PA), requests for mandatory review
shal| be processed as follows:

a. The designated office shall acknow edge recei pt of the request. When
a request does not satisfy the conditions of paragraph 3-303 a., the requester
shall be notified that unless additional information is provided or the scope
of the request narrowed, no further action will be undertaken.

b. DoD Conponent action upon the initial request shall be conpleted
w thin 60 days (45 working days). | f no determ nation has been nmade within 60
days (45 working days) of receipt of the request, the requester shall be
notified of his right to appeal and of the procedures for making such an appeal.

c. The designated office shall determ ne whether, under the declassifica-
tion provisions of this Regulation, the requested information may be decl assi -
fied, and, if so, nmake such information available to the requester, unless
wi thhol ding is otherw se warranted under applicable |aw. . | f the information
may not be released in whole or in part, the requester shall be given a brief
statement as to the reasons for denial, notice of the right to appeal the
determnation within 60 days (45 working days) to a designated appellate
authority (including nane, title, and address of such authority), and the
procedures for such an appeal.

d. When a request is received for information classified by another DoD
Conponent or an agency outside the Departnent of Defense, the designated
office shall:

1. Forward the request to such DoD Conponent or outside agency for
review together with a copy of the docunent containing the information requested,
when practicable and when appropriate, with its recommendation to w thhold any
of the information;

2. Notify the requester of the referral unless the DoD Conponent or
out si de agency to which the request is referred objects to such notice on
grounds that its association with the information requires protection; and

3. Request, when appropriate, that the DoD Conponent or outside agency
notify the referring office of its determ nation.

e. |If the request requires the rendering of services for which fees may
be charged under Title 5 of the Independent O fices Appropriation Act (reference
(w)) in accordance with DoD Instruction 7230.7 (reference (x)), the DoD Com
ponent may cal culate the anticipated anount of fees to be charged and ascertain
the requester’s willingness to pay the allowable charges as a precondition to
taking further action upon the request.

f. A requester may appeal to the head of a DoD Conponent or designee
whenever that DoD Conponent has not acted on an initial request wthin 60 days
or the requester has been notified that requested infornmation nmay not be
released in whole or in part. Wthin 30 days after receipt, an appellate
authority shall determ ne whether continued classification of the requested
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information is required in whole or in part, notify the requester of its

determ nation, and nake available to the requester any information determ ned
to be releasable. If continued classification is required under this Regul a-
tion, the requester shall be notified of the reasons therefor. |f so requested,
an appellate authority shall communicate its determnation to any referring

DoD Conponent or outside agency.

g. The ASD(PA) shall act as appellate authority for all appeals regarding
OsD, 0JCS, and Unified Command records.

3-305 Foreign Government |nfornmation

Requests for nmandatory review for the declassification of foreign govern-
ment information shall be processed and acted upon under the provisions of this
section subject to subsection 11-202.

3-306 Prohibition

No DoD Conponent in possession of a docunent shall in response to a request
under the Freedom of Information Act or this section refuse to confirmthe
exi stence or nonexi stence of the docunent , unless the fact of its existence or
nonexi stence would itself be classifiable under this Regul ation.

3-307 Restricted Data and Fornerly Restricted Data

Any proposed action on a request, including requests from Presidenti al
|ibraries, for DoD classified docunents that are marked “Restricted Data” or
“Formerly Restricted Data” Oust be coordinated with the Departnent of Energy.

Section 4

DECLASSI FI CATI ON OF TRANSFERRED DOCUMENTS OR MATERI AL

3-400 Material Oficially Transferred

In the case of classified information or material transferred under
statute, E. O, or directive from one departnent or agency or DoD Conponent to
anot her in conjunction wth a transfer of functions, as distinguished from
transfers nmerely for purposes of storage, the receiving departnent, agency, or
DoD Conponent shall be deenmed to be the original classifying authority over
such material for purposes of downgrading and decl assification.

3-401 Material Not Oficially Transferred

Wien a DoD Conponent has in its possession classified information or
material originated in an agency outside the Departnment of Defense that has
ceased to exist and such information or material has not been transferred to
anot her departnment or agency wthin the neaning of subsection 3-400, or when
it is inpossible to identify the originating agency, the DoD Conponent shall
be deened to be the originating agency for the purpose of declassifying or
downgr adi ng such information or material. |f it appears probable that another
departnent, agency, or DoD Conponent Oay have a substantial interest in the
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classification of such information, the DoD Conponent deened to be the origina-
ting agency shall notify such other department, agency, or DoD Conponent of

the nature of the information or nmaterial and any intention to downgrade or
declassify it. Until 60 days after notification, the DoD Conponent shall not
decl assify or downgrade such information or material w thout consulting the

ot her departnment, agency, or DoD Conponent. During this period, the other
departnent, agency, or DoD Conponent may express objections to downgrading or
decl assifying such information or Oaterial.

3-402 Transfer for Storage or Retirenent

Whenever practicable, classified docunents shall be reviewed for down-
grading or declassification before they are forwarded to a Records Center for
storage or to the NARA for permanent presentation. Any downgrading or declassi-
fication determnation shall be indicated on each docunent by markings as
required by Chapter V.

-~ Section 5 -

DOANGRADI NG

3-500 Automatic Downgradi ng

Classified informati on marked for automatic downgradi ng in accordance
with this or prior regulations or E.Os. is downgraded accordingly w thout
notification to hol ders.

3-501 Downgr adi ng Upon Reconsi derati on

Classified informati on not marked for automatic downgradi ng may be assigned
a |ower classification designation by the originator or by an official
authorized to declassify the sane information (see subsection 1-603). Pronpt
noti ce of such downgradi ng shall be provided to known hol ders of the information.

Section 6
' MISCELLANEQUS

3-600 Noti fication of Changes in Decl assification

Wien classified material has been properly marked with specific dates or
events for declassification, it is not necessary to issue notices of declassi-
fication to any holders. However, when declassification action is taken earlier
than originally schedul ed, or the duration of classification is extended, the
aut hority making such changes shall ensure pronpt notification of all holders
to whomthe information was originally transnmitted. The notification shall
specify the marking action to be taken, the authority therefor, and the
effective date. Upon receipt of notification, recipients shall effect the
proper changes and shall notify holders to whomthey have transmtted the

classified information. See subsections 4-400 and 4-404 for nmarkings and the
use of posted noti ces.
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3-601 Foreign Relations Series

In order to permt the State Departnent editors of Foreign Relations of
the United States to neet their nmandated goal of publishing twenty years after
the event, DoD Conponents shall assist the editors in the Departnment of State
by easing access to appropriate classified materials in their custody and by
expedi ting declassification review of itens fromtheir files selected for
possi bl e publication.

3-602 Reproduction for Declassification Review

The provisions of subsection 7-305 shall not restrict the reproduction of
docunents for the purpose of facilitating declassification review under the
provisions of this Chapter or the Freedom of Information Act, as anended (DoD
Directive 5400.7, reference (p)). After review for declassification, however,
t hose reproduced docunments that remain classified nust be destroyed in
accordance with Chapter |IX
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SECTI ON 7
SECURI TY REVI EW AND PUBLI C RELEASE
3- 700 GENERAL

a. THE SECTION | MPLEMENTS DOD DI RECTI VE 5230.9, REFERENCE (PPP), FOR
SECURITY REVI EW AND CLEARANCE OF DOD AND OSD | NFORMATI ON FOR PUBLI C RELEASE.

b. DOD AND OSD POLICY IS FOR THE AMERI CAN PECPLE TO BE PROVI DED W TH
MAXI MUM | NFORVATI ON, LIM TED ONLY BY RESTRI CTI ONS NECESSARY TO SAFEGUARD
| NFORMATI ON REQUI RI NG PROTECTI ON I N THE | NTERESTS OF U. S. NATIONAL SECURITY OR
RESTRI CTI ONS ON RELEASE ESTABLI SHED BY LAW

c. U NFORMATION I N ANY FORM ON PLANS, PCLICIES, OR OPERATION OF THE
DEPARTMENT OF DEFENSE, OSD, OR U. S. GOVERNMENT PROPOSED FOR PUBLI CATI ON OR FOR
RELEASE TO THE PUBLI C SHALL BE REVI EWED AND CLI MBED BY THE OFFI CE OF THE
ASSISTANT secretary o DEFENSE (PusLl c AFFAIRS) OASD(PA) BerorRe I T MEETS ANY
OF THE CRITERI A LI STED I N SUBPARAGRAPHS 3-700 . THROUGH 3-700 C.5., BELOW
CASES OF DOUBT SHALL BE RESOLVED IN FAVOR OF SUBM SSI ON.

1. I NFORVMATI ON OF U. S. NATI ONAL | NTEREST.
2. | NFORMATI ON ON SECURI TY OF PERSONNEL AND PROPERTY.

3. | NFORMATION ON U.S. OR FOREI GN NUCLEAR WEAPONS AND TECHNOLOGY COR
U S. CHEM CAL OR Bl OLOGd CAL WARFARE ACTI VI TI ES.

4. | NFORVATI ON ON SUBJECTS OF POTENTI AL CONTROVERSY AMONG U. S.
M LI TARY SERVI CES .

5. OTHER | NFORVATI ON SPECI FI CALLY DESI GNATED FROM TIME TO TI ME BY
OASD(PA) .
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3-701 PUBLI C RELEASE OF | NFORMATI ON

OSD PERSONNEL W LL NOT MAKE A COW TMENT TO FURNI SH A MANUSCRI PT TO ANY
NON- DCD PUBLI CATI ON OR ORGANI ZATI ON UNTI L THE MANUSCRI PT HAS BEEN CLEARED BY
OR UNTIL APPROVAL FOR THE COW TMENT HAS BEEN OBTAI NED FROM THE OFFI CE OF THE
ASSI STANT SECRETARY OF DEFENSE (PUBLIC AFFAI RS)

3-702 PUBLI C RELEASE OF CONTRACT | NFORMATI ON

OSD COVPONENTS RESPONSI BLE FOR BEGA NNI NG OR RENEW NG CONTRACTUAL AGREE-
MENTS , OR FOR EXERCI SI NG OPERATI ONAL CONTROL OVER CONTRACTS ADM NI STERED BY
OTHER DOD CORGANI ZATI ONS , SHALL ENSURE THAT AN APPLI CABLE SECURI TY CLAUSE | S
| NCLUDED IN THE CONTRACT. THI S CLAUSE SHALL REQUI RE THE CONTRACTOR TO SUBM T
ANY ARTI CLES OR PAPERS, RELATED TO THE CONTRACT, WH CH ARE PROPOSED FOR PUBLI C

RELEASE THROUGH THE RESPONSI BLE OSD COMPONENT FOR APPROVAL AND SUBSEQUENT DOD
CLEARANCE .
# -
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